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INTRODUCTION
Osirium has a track record in helping UK Police Forces enhance their IT 
security posture through the control and management of privileged user 
credentials.

With Osirium’s PxM Platform solution already embedded within Hampshire Constabulary, addressing the high 
number of network changes across the county; it became the perfect application to assist with the merger of 
Thames Valley’s IT infrastructure in 2014. The following document highlights the key areas where Osirium 
helped.

We believe there is significant opportunity for other police forces to recognise the same or greater levels of 
security and cost saving within their own IT function by leveraging Osirium’s PxM Platform.
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Visually record and log all 3rd party access for PSN compliance

Osirium’s PxM Platform provides the ability to visually log and capture the key strokes of any administrator 
session against systems within the network. A full audit trail of all 3rd party or contractor access is available 
from the platform if desired. As a pre-requisite for PSN compliance, the PSM module included within our 
PxM Platform features session recording functionality that is well placed to service this requirement.

Launch and inject privileged credentials to system vendor applications

The PxM Platform offers the ability to access vendor applications and thick client tools using its MAP 
server feature. Hosting thick client applications in a central location rather than on local desktops allows 
the sharing of these tools via our PxM Desktop Client, injecting the credentials needed without them ever 
reaching the users workstation.

An example of this would be the CheckPoint SmartDashboard tool. The PxM Platform can launch this tool 
with full admin access or read only and negate the need for users to know the credentials. By using time 
windows on the profile, we can decide when users have access to the tool. By employing session recording 
we can visually capture the work being done and by enabling Change Tickets we can force users to 
provide a valid and approved ticket before being able to access the tool.

Delegate network switch tasks to non-network admins

Common network infrastructure tasks such as opening and closing ports, changes to VLan, adding a device 
name or finding a port by MAC address can all be run as automated tasks. This allows any member of staff 
to execute these privileged tasks, without having direct access to the application and therefore without the 
risks associated with making these changes to critical infrastructure.

This reduces reliance on specific team members and removes the need for lengthy and expensive training 
courses for staff. Passwords are never revealed and CMD Line access is never granted under an automated 
task but can still be made available for network administrators who need full access.
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Tighten firewall rules by routing all sessions through the PxM Platform

As all device connections now originate from the PxM Platform’s IP address, organisations can lock down 
all access to critical systems and networks to this appliance. This removes the need for designated user IP 
addresses or having to set up static IP’s on specific machines. Instead you can simply use a single rule for 
the PxM Platform which covers everything.

Support a dual user account model out of the box

For organisations that have adopted secondary accounts with elevated privileges, the PxM Platform can 
accommodate this out of the box. The PxM Platform is able to map a user’s non-privileged account to their 
privileged account, taking over the ownership and managing the password in the background.

The PxM Platform can refresh the passwords at a frequency of your choosing and never expose the 
credential to an end user’s desktop. Having the PxM Platform manage the password removes the risk of it 
being lost, shared or written down. It doesn’t obstruct those needing an elevated account but provides a 
level of protection and improved digital hygiene across the organisation. The PxM Platform allows you to 
truly remove the need for logging onto a desktop with a privileged account.

Secure and audit contractor and 3rd party access

To avoid the risk of exposing credentials directly to your contractors, you can instead grant them access 
via the PxM Platform. Access can be granted based around specific dates and times, automating account 
access on the appropriate systems as required. Time windows, session recording and change tickets can be 
applied by policy to enforce adherence to standards and compliance regulations.

The PxM Platform removes the need for specific user accounts to be created for third parties and 
contractors. The PxM Platform has the potential to significantly reduce the overheads required when 
provisioning 3rd party access to your systems. Common tasks that a third party might be conducting on a 
regular basis can be automated, removing the need for full management access over RDP/SSH.

Manage DMZ systems/segregated services e.g. ANPR, BWV

If you are hosting services outside of the main network, the PxM Platform can automate a number of tasks 
relating to these systems. For example file transfers, retrieving logs, service tasks or triggering and reporting 
vulnerability scanners such as Tenable Nessus.

Simplify tasks and delegate them back to 1st or 2nd line helpdesk staff

The PxM Platform can convert common tasks that were previously being actioned by 2nd or 3rd line staff 
members and simplify/automate them to the point where any staff member can carry them out without 
needing in-depth training or specific system knowledge.

Users are given a number of variable fields to populate depending on the nature of the task, all they have 
to do is click a single button for execution in the background. This could be a simple password reset or 
a multi-step task needing to be actioned against multiple devices, for example setting up a new mobile 
device, registering it and adding it to specific user/security groups.
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