\ - PPA EXPERESS

Securely automate key processes with
Privileged Process Automation

FREE download, visit osirium.com/ppa-express

What is Privileged Process Automation
(PPA)?

IT teams constantly face a flood of demands from users across the
business to transform the effectiveness of their processes, but they
struggle to keep up with demand.

Osirium PPA Express is a framework for automating IT and business
processes traditionally requiring expert skills. It's available for free for a
single user.

Osirium PPA Benefits

Reduce Risk Automate Privileged Operations Enforce Governance
Keep admin passwords off the +  Automate privileged processes to +  Audit cross-system changes
network release valuable admin resources . Enforce corporate policies
Prevent credential sharing « Accelerate IT changes . Easily prove compliance with
Protect your vital IT and security . Reduce errors & rework automated re-verification
systems

Osirium Privileged Access Security Benefits

Osirium PPA is a part of Osirium Privileged Access Security — the comprehensive solution for secure privilege management and
process automation.

Privileged Access Management (PAM)

Isolate users from privileged account credentials and securely manage privileged sessions.

Privileged Process Automation (PPA)

Automate cross-system processes to delegate administrator task to help desks and users.

Privileged Endpoint Management (PEM)

Remove administrator rights from endpoints for least privilege compliance without impacting productivity.
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Flexible environment for IT and business automation

PPA can be used to automate many processes across the business or within IT. When automation is easy, every job looks like an

opportunity for automation. Typical use cases include:

o |
d_f/ Reset account or password
+0 .
= Provision accounts for a new starter or

remove accounts when someone leaves

Update firewall rules

Automate secure IT operations

Securely automate sensitive tasks such as reset
password or update firewall rules. Tasks may need
actions on multiple systems to be completed and
administrator credentials are never exposed to users.
Credentials used are protected by secure vaults such
as Osirium PAM or HashiCorp (or others).

Free for Production Use

PPA Express includes all the PPA framework features
including access to pre-built plug-ins an workflows and
the integrated Task Builder.

Upgrade to PPA to allow integration of PPA via API

with your existing systems and unlimited users
(depending on subscription).

For more information, visit osirium.com/ppa-express
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Configure network switch

Re-certify user access for compliance audit

Retrieve billing information from AWS or Azure

Provision DevOps dev or test environments

Enhance security and compliance

Auditing activities across multiple systems can be
expensive. PPA maintains and end-to-end trail of all
operations and can be integrated with your help desk
system for round-trip review, approval, execution and
recording of task execution.

Integrate and extend existing infrastructure
PPA is a simple to deploy virtual appliance with rich,
open interfaces for integration into existing systems
such as help desk or automate tasks on existing
services and devices. A rich and growing set of
plug-ins for systems such as Active Directory and
Cisco are provided, and additional plug-ins can be built
as needed.
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